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The project enhances privacy in government and critical agencies
by using a decentralized approach to train Al models for
detecting security threats. Instead of sharing sensitive data,
agencies only share the insights gained from their data, ensuring
privacy.

This method allows agencies to work together securely,
improving their ability to detect and prevent cyberattacks while
keeping their data safe and meeting privacy regulations.
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Our project, PentPeek, is built on Dynamic Application Security Testing
(DAST), which is a method that identifies security vulnerabilities in web
applications by simulating real-world attacks.

With PentPeek, users can select specific vulnerabilities they want to test
for, and the tool will automatically run tests using a selection of trusted
penetration testing tools.

The results are then compiled into a clear, comprehensive report. This

user-friendly tool combines in-depth analysis with an intuitive interface,
making it easier to secure web applications.

KAUST ACADEMY academy.kaust.edu.sa
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Lumin is a blockchain-based decentralized energy management
system designed to address the limitations of centralized control within
Saudi Arabia's rapidly growing renewable energy sector. Targeting
high-profile initiatives such as NEOM, KAUST, and Red Sea Global,
Lumin aims to enhance the security, transparency, and efficiency of
solar energy management.

Leveraging blockchain technology, Lumin facilitates peer-to-peer
energy trading, allowing users to buy and sell solar energy with ease
and efficiency. This approach ensures transaction security and data
integrity, while also optimizing the management of energy surpluses
and shortages.

The system features an advanced user interface for monitoring energy
usage and trading, and a comprehensive management interface for
detailed performance monitoring of each solar panel. By integrating
these capabilities, Lumin promotes the adoption of solar energy and
supports a cultural shift towards renewable energy solutions.

Aligned with Saudi Arabia's Vision 2030, Lumin supports sustainable

energy strategies and strengthens the country's significant investments
in renewable energy infrastructure.

KAUST ACADEMY academy.kaust.edu.sa
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Insider threats are a critical challenge to organizational security, often evading
traditional detection methods. This study proposes a machine learning
approach using Long Short-Termm Memory (LSTM) networks combined with
dense layers to detect insider threats. By analyzing temporal patterns in user
behavior, the LSTM model learns normal activity and identifies deviations as
potential threats. The proposed method is evaluated on benchmark datasets,
demonstrating improved detection accuracy and reduced false positives
compared to traditional models. This approach offers a robust solution for
enhancing the detection of insider threats in organizational environments.
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Decentralization of Financial Transaction using Blockchain Technology
(DFTBT) is a digital currency designed to facilitate secure, transparent,
and decentralized financial transactions.

DFTBT operates on a peer-to-peer network without relying on
traditional financial intermediaries. Its blockchain-based infrastructure
ensures that all transactions are recorded on a public ledger, providing
transparency and security.

DFTBT aims to enhance financial autonomy by allowing users to
conduct transactions directly, promoting a decentralized approach to
finance. The currency is designed with a focus on scalability and
efficiency to support widespread adoption in the digital economy.

KAUST ACADEMY academy.kaust.edu.sa
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PHISH ME IF YOU CAN - DETECTING
PHISHING WEBSITES USING
MACHINE LEARNING
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Phishing attacks pose a significant threat to online security. Our project,
"Phish Me If You Can", addresses this issue by developing a machine
learning-based browser extension that detects and blocks phishing websites
in real-time.

Utilizing a Random Forest classifier, our solution analyzes URL characteristics
to accurately identify phishing attempts. The browser extension not only
provides real-time alerts but also integrates with Security Operations Centers
(SOC) for enhanced monitoring.

Additional features include a URL Check function and a user feedback loop to
continuously refine the detection model, ensuring robust and adaptive
protection against evolving phishing threats.

KAUST ACADEMY academy.kaust.edu.sa
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This system uses Al to provide a comprehensive solution for malware analysis,
integrating both dynamic and static techniques. Users submit malware
samples, which are analyzed in a controlled Windows 7 64-bit sandbox
environment.

Dynamic analysis observes and records key interactions like API calls, while
static analysis examines the file's structure using PE header parsing, Yara
rules, and digital signature verification. Machine learning models are
employed in both analysis stages for accurate malware classification.

The system then delivers clear results, including classification, behavioral
reports, and structural insights, aiding cybersecurity professionals in threat
mitigation.
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The "Drone Security Testing Framework" is designed to assess and
enhance the security of unmanned aerial vehicles (UAVs) by simulating
real-world attack scenarios. This framework deploys the ArduPilot
firmware in a system-in-the-loop (SITL) environment on a Raspberry Pi,
with a basic remote controller built using Arduino, featuring two
buttons for drone boot/reboot and takeoff. To keep the testing process
budget-friendly and risk-free, key drone information such as roll, pitch,
yaw, and battery status are visually represented using LEDs connected
to the Raspberry Pi's GPIO pins.

The framework includes a comprehensive suite of attack modules that
focus on exploiting vulnerabilities in drones. These modules cover a
range of attack types, including Wi-Fi Deauthentication, Attitude
Spoofing, System Fault Injection, Camera Feed Eavesdropping, and
more. The framework guides users through the attack lifecycle, starting
with the identification of the drone's Wi-Fi network, capturing packets
to crack encryption, and then executing targeted attacks on the
drone's data-link connection. By providing a controlled environment for
testing, this framework aims to strengthen drone security by
identifying weaknesses before they can be exploited in the real world.

KAUST ACADEMY academy.kaust.edu.sa
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Personally Identifiable Information (PII) is information that can be used
to distinguish or trace an individual's identity. With the rise of social
media, people are increasingly sharing sensitive information and PII,
often without realizing the potential risks.

This oversharing can lead to serious privacy breaches, including identity
theft, harassment, and other malicious activities. Despite existing
platform warnings, many users remain unaware of the dangers, making
it crucial to develop tools that help safeguard their privacy. Our project
utilizes Al to analyze posts shared by users on our dummy social media
platform, detecting PIl and alerting users to potential privacy risks
before they publish their content.

The process starts by the user uploading an image to the SafePost
website, which is then sent to the SafePost server. The server
processes the image using the AWS Textract for text extraction,
followed by analyzing the extracted text with three Al models—Gemini
(0.2), AWS Comprehend (0.4), and Presidio (0.4)—to detect any PII. A
weighted threshold is then applied, where the total weight is
compared against a threshold of 0.7 to determine if Pll is present
before sending the detection result back to the user. SafePost aims to
enhance user privacy by proactively detecting and alerting users about
the sharing of sensitive information. This functionality can be
integrated into today’s social media platforms, offering proactive

KAUST ACADEMY academy.kaust.edu.sa
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Cybersecurity compliance presents significant challenges for organizations
worldwide. As companies allocate substantial portions of their
cybersecurity budgets to compliance efforts, manual processes have shown
limitations and are susceptible to errors.

The "Compliance Compass" project offers an automated solution that
utilizes Large Language Models (LLMs) to generate comprehensive
compliance reports. This system reduces the time and costs associated with
compliance management while enhancing accuracy by prioritizing
higher-impact standards in the compliance scoring process. Through an
intuitive interface, organizations can effectively evaluate their compliance
status, identify gaps, and receive actionable recommendations for
improvement.

The results demonstrate the system's ability to reduce manual effort and

mitigate compliance risks, making it a valuable tool for strengthening an
organization's cybersecurity posture.
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In the hidden corners of the dark web, stolen cookies are traded like
digital assets, granting unauthorized access to online services and
violating user privacy, posing a growing threat to personal security.
Current forensic tools lack in-depth cookie analysis and dark web
integration, leading to incomplete investigations and prolonged
exposure to security threats. This is where our project comes in, we
built a forensic cookie extractor tool that not only extracts and analyzes
cookies from various web browsers but also integrates with dark web
monitoring services. This integration allows the tool to cross-reference
extracted cookies with known dark web databases, providing real-time
alerts if any cookies have been compromised and are being traded
illicitly.
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