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Abstract

This report aims to document the process of building a tool that extracts, analyzes, and scans

the dark web for compromised cookies.
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In the hidden corners of the dark web, stolen cookies are traded like digital assets,
granting unauthorized access to online services and violating user privacy, posing a growing
threat to personal security. Current forensic tools lack in-depth cookie analysis and dark web
integration, leading to incomplete investigations and prolonged exposure to security threats.
The proposed solution is a forensic cookie extractor tool that not only extracts and analyzes
cookies from various web browsers but also integrates with dark web monitoring services. This
integration allows the tool to cross-reference extracted cookies with known dark web
databases, providing real-time alerts if any cookies have been compromised and are being
traded illicitly. This report aims to document the process of building a tool that extracts,
analyzes, and scans the dark web for compromised cookies. The following sections will cover

the methodology and results of the cookies extractor tool.

Methodology

From conception and design to execution and testing, there were multiple phases
involved in the development of the forensic cookie extractor technology. The steps that

represent the approach used in this report are as follows:

1- Tool Design and Requirement Analysis: The first stage of the project required determining the

essential functional needs for the tool, such as the ability to extract cookies from different web



browsers, carry out in-depth cookie analyses, and integrate with services that monitor the dark
web. The design prioritized compatibility with popular online browsers, and smooth integration

with already-existing dark web databases.

2- The development of the cookie extraction tool: This stage involved building the cookie
extraction functionality for popular web browsers, The tool was made to function in a
non-intrusive manner so that cookie extraction may be done without interfering with the user's

browsing experience.

3- Cookie Analysis and Classification: Following the extraction process, the tool performed
detailed analysis of the retrieved cookies. This involved classifying cookies according to their

type (e.g., necessary, functional cookies) and purpose (e.g., tracking, session cookies).

4- Integration with Dark Web Monitoring Services: One of the tool's most important features
was its integration with these services. The program was integrated with dark web monitoring
services and databases through the use of APIs. The tool cross-reference the retrieved cookies
with known compromised data in real-time by scanning these platforms. The detection of stolen

cookies being traded or sold illegally was made possible by this integration.

5- Real-Time Alerts: In order to improve security, users were notified if any of their retrieved
cookies were found on the dark web. The system's ability to alert users enables them to take
immediate action to secure their accounts by updating their passwords or taking other required

steps.

Results



Our results were as follows:

)-[~/forensic_cookie_extractor]

CookieGuard.py yrowser firefox —output firefox_cookiessfison

The above command demonstrates the arguments here are the browser “Firefox” and output

file “firefox_cookies6.json”

D ~[forensic_cookie_extractor/firefox_cookies2.json - Mousepad

File Edit Search View Document Help

+ R C x

1296
1297
1298
1299
1300

Above are the analysis results. it is based on a user criteria or alternatively a keyword search or

string search.



(host, name, value):
cookie_type, purpose = analyze_cookie(name)

name,

path

conn = sqlite3.connect(path)

cursor = conn.cursor()

cursor.execute("SELECT ho \ value, ue FROM

cookies = []
row cursor.fetchall():
host, name, value, enc_value = row
cookie_value = value enc_value
formatted_output = format_cookie_output(host, name, cookie_value)
cookies.append(formatted_output)

open(output_file, 'w') 78
json.dump(cookies, f, indent=%)

conn.close()

(output_file)
path = os.path.expanduser( '~/
conn = sqlite3.connect(path)
cursor = conn.cursor()
cursor.execute( "SELECT | , name, value FROM mo

cookies = []
row cursor.fetchall():
host, name, value = row
formatted_output = format_cookie_output(host, name, value)

The above code will format the output file in whatever way the user wants; exactly which
attributes will be included. For us, we chose cookie names and values and domain and type and
purpose. The type and purpose will be selected based on the previous analysis. it also extracts

cookies from Chrome and Firefox.



- (json_file_path):
open(json_file_path, 'r") file:
cookies = json.load(file)

cookies

api_response.get(

(json_file_path, response_file_path="api
cookies = parse_cookies_from_json(json_file_path)

url = "https:
header

1

queries = []
cookie cookies
name = cookie[
value = cookie[
gueries.append(f

query_string = " OR ".join(gueries)
payload = {
query': query_string[: 1

Then the first function, parse_cookies_from_json, will read the information from the json file
which contains the cookies we previously extracted. The next function,
alert_if_match_was_found, is an API response which is a file containing the total number of
matches found, if it is less than 0 it will inform the user that no matches were found, but if it
was more than 0 it will alert the user. The next function, check_cookies, is the function
connecting us with the API, it takes two arguments: the json file and the response file. we
blocked the Authorization as it is our API key. it currently only accepts json files. The queries are

specifying what we are looking for in the dark web. There is an API limit of 2000 characters.



response = reguests.post{url, json=payload, headers=headers)

response.status_code = -
response_json = response.json()
(response_file_path, 'w') response_file:
json.dump(response_json, response_file, indent=

alert_if_match_found(response_json)
response_file_path

error PEprﬂSE = {"error": "Failed to connect to the

n{response_file_path, 'w') response_ flle

ann dump(error_response, response_file, indent=
response_file_path

args = parse:;rgsti_
args.browser.lower() = -
extract_chrome_cookies(args utput)

args.browser.lower() = "f;
extract_firefox_cookies(args. output}

f_ "Uns

reaponse file
(f"The API

Above is the rest of the code. if there was an error, we have an error response.

— |-[~/forensic_cookie_extractor]
— CookieGuard.py rowser firefox —output firefox_coockies8. json

No matches found for your ies in the da
The API response has been saved to: api_response.json

Above is the response. Thankfully, no cookies of ours were found on the dark web!



Lastly, above is the API response file. As seen, the number of matches were 0.

In conclusion, our cookie extractor tool is different from other tools on the market
because it extracts, analyzes cookies and then cross references them with a dark web database.
In the future, we are hoping to enhance this tool by integrating machine learning to make the
whole process more automated. Moreover, we are hoping to create a user-friendly graphical
user interface. Additionally, we plan on making the tool a browser extension as well, for users
hoping for an easier experience all around. Building on that idea we also plan on supporting

mobile browsers as well.
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