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Group Members and Contributions

1. Hamza Ayfan - King Abdulaziz Senior Student

Performed EDA to find trends in the dataset.

Created visualizations of various dataset characteristics, statistics and trends.
Enhanced the processing pipeline.

Worked on the clustering model using K-Means and DBSCAN.

Helped with debugging the honeypots website.

Set up an Ubuntu virtual machine on Oracle Cloud to host the website. Other
tools used include Nginx, Gunicorn, and Supabase for storing logs.

Developed the matching algorithm to determine spoofing.

Worked on presentations.

2. Eva Aggarwal — Duke Sophomore Student

Worked on clustering using HDBSCAN to find anomalies.

Created visualizations for the clustering results.

Researched and reviewed literature regarding alternative anti-scraping methods.
Worked on developing a CLI application to package the models for deployment.
Managed organizing meetings, role assignments, and progress reports.
Communicated with project lead and project manager on behalf of team.



3. James Xaio — Duke Sophomore Student

e Developed and maintained the honeypots website using Flask.
e Performed EDA on the dataset.

e Created visualizations for the presentations.

e Collected ground truth data for spoofing detection models.

4. Adonias Ketema - Duke Sophomore Student

e Developed the final clustering model based on HDBSCAN.
e Analyzed anomalies in the results of the clustering.
e Created labels for clustering results to be used for scraper categorization.

5. Zini Yang — Duke Master’s Student

e Created the pipeline used to preprocess the dataset for the models.

e Tested various classification models to be used in spoofing detection. Including:
XGBoost, RandomForest, LinearRegression, etc.

e Developed the classification model for spoofing detection.

Mentors
Dr. Emily Wenger - Project lead and faculty member

Cindy Gao - Project manager and master’s student

Project objectives and goals
1. Track Al web scrapers using honeypot websites.
2. Detect spoofing based on mismatches between user agents and IP/ASN data.
3. Cluster bot behavior to discover usage patterns and identify anomalous activity.

4. Develop deployable tools including CLI apps for real-time spoof detection.

Current Progress and Milestones Achieved

Phase Tasks Status

Week 1-2 | Literature Review, Tool Setup Completed




Week 3-5 | EDA and Visualization Completed

Week 6-7 | Clustering and Anomaly Detection Completed

Week 8-9 | Spoofing Classifier Completed
Week 10-11 | Honeypot Deployment Completed
Week 12 | CLI App Development In-Progress

Week 13 | Poster and Artifact Completed

Methodology and Approach

e Data Collection: Server logs from Duke OIT’s public-facing services.
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Duke OIT Site >5M Bot User Data is Feb 22 — 9 Jul*
Requests Excluded

e Spoofing Detection: Labeled spoofers via ASN-botname inconsistency; trained
classifiers with ASN and behavioral features.

Botname Top1 ASN Top1 Proportion ‘ Top2 ASN Top2 Proportion
Applebot 714 - APPLE-ENGINEERING 100.00% IIO—Unknuwn 0.00%

Bingbot 8075 - MICROSOFT-CORP-MSN-AS-BLOCK | 99.79% I|41 34 - CHINANET-BACKBONE 0.13%
[

| I

Legal bot Spoofing bot

e Clustering: Used HDBSCAN to identify behavioral groupings and spot outliers.
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Honeypots: Designed trap websites with realistic templates and hidden links to
attract scrapers.

> BB regularfiles 1 User—agent:
2 Disallow: /access-form.html
> I trapfiles 3 Disallow: /robots-only.html
. 4 Disallow: /do-not-visit.html
[ Githubimage.png 2
[ README.md 6 # Crawl-delay
7 Crawl-delay: 10
[ about.html 8

Deployment: Hosted via Oracle Cloud using Flask, Gunicorn, and Nginx; logs
sent to Supabase.
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CLI App: Enables real-time spoofing classification using pretrained models and
structured logs.



Spoofing Probability
Score: 0.900

\

192.168.1.5 - -
[02/Jul/2025:14:31:00
-0400] “GET
fadmin HTTP/1.1”
403 500

—— | spoof_detector.exe

/

Access Type: Googlebof]
Spoofers

Preliminary Results or Findings

Classification

e XGBoost achieved up to 95% recall with ASN features.

Precision Precision

Recall Recall  (with  (without
Model (without ASN) ASN)

ASN)

100% 100%
Random | 88.41% 42.68% ° °

Forest

100% 89.57%
XGBoost  95.12% | 62.80%

96.91% = 79.23%
Gradient | 95.73% 38.41% ° °

Boosting

e Performance drops without ASN, confirming its importance in spoofing detection.



Clustering

¢ Identified over 250 small and 10 large clusters.

e Certain spoofers (e.g., “Mozlila”) revealed through anomalous behavior and user-
agent analysis.

Spoofing Rate

Less than 1%, but often from suspicious ASNs or obfuscated headers.

Time Series Analysis

Spoofers tend to have shorter request intervals and denser activity bursts.
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Challenges and Obstacles Encountered

Data Imbalance: Spoofing bots were <1% of total samples, requiring careful handling and
metrics beyond accuracy.

Labeling Ambiguity: Some spoofing cases are subtle or intentionally ambiguous.

Backend Complexity: Coordinating deployment on cloud servers with Nginx and
Supabase required multiple debugging sessions.

Realism in Honeypots: Creating convincingly real yet trap-worthy content proved
challenging.

Next Steps and Future Work

Enhance Realism in Honeypots: Automate generation of human-like content using LLMs.

Streaming Detection: Integrate real-time log ingestion and detection pipelines.



Partnerships with Security Teams: Collaborate with campus security or IT for live

deployment and alerts.

Expand Detection Features: Include DNS patterns, JavaScript behavior, and rate-limiting

analysis.

Poster and Artifact

The artifactis a video explaining the poster and can be found on the project page on the

Duke website as it becomes ready.
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Goal: Colleet ground trath data on spooling with honeypol sites,

logping hits with metadata such as 1B, ASN, and uscragent.
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Results: We used XGBoost and reached 95.12% recall rate and
T4 preeision rate.

Modcl Recull Predision
Random lorest BEA41 q0ka,
XGBaost 93.12% 100%
Gracient Boosling 96.91%:

4. Conclu

Tor our final deliverable, we combined our research into a
Command Line Interface (CLI) application. Tt 1akes in a CSV
file of request logs and assigns cach log a spoofing probability
score and access rrpe label using our pretrained clusrering and
classification madels.

spool_detester.exe

Cluster |
- Prediction

Feature
\nglneerl ng,

_ || Spoofing
/qclassmcat\nn Score 2

For our next steps, we want to continue refining our model's
petformance in terms of accuracy and efficiency.
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Resources and Tools Used

Cloud Infrastructure: Oracle Cloud VM, Nginx, Gunicorn
Database/Logging: Supabase

Frameworks: Flask (website), Scikit-learn, XGBoost, HDBSCAN
Visualization: Matplotlib, Seaborn

Deployment Tools: CLI wrapper, ArgumentParser, shell scripting



