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Abstract

Small and medium-sized enterprises (SMEs) in Saudi Arabia must demonstrate compliance with the Essential Cybersecurity Controls
(ECC-2:2024) and the companion standard for non-critical private-sector entities (NCNICC-1:2025). Most operate without dedicated
security personnel. Unauthenticated external scanning provides relatively low-cost independent evidence. We examine which
controls in the two standards it can test. We classify each control row by the evidence required to assess it: external observation,
internal assessment, or a signed declaration. External observation can test 16 of the 92 ECC-2:2024 subcontrols. When the seven
parent controls are included, this corresponds to 23 of the 203 catalogue rows (11.3%). The remaining 180 rows require internal
artefacts or declarations. We release three supporting artefacts: a mapping indexed by control identifier, an automated toolkit that
produces per-control evidence, and a synthetic cohort of 100 Saudi Class B firms based on national demographic statistics. On
this synthetic cohort the toolkit achieves a modelled micro-F1 of 0.909 for detecting violations of the externally testable controls,
compared with 0.732 for a predict-all baseline that labels every control as violated. Among declarations concerning controls the scan
can observe, it flags contradictions at F1 0.898. Both results are end-to-end integrity checks under a parameterised sensing model,
not field measurements; 15 of the 31 detectors are implemented. The small externally testable share is a central finding: it shows
where external observation ends and where organisation-supplied evidence must begin. The classification is author-curated and not
yet validated by an independent expert panel.

Keywords: compliance evidence, external attack surface, automated security assessment, evidence tiering, SME cybersecurity,
ECC-2:2024, NCNICC-1:2025, Saudi Arabia

1. Introduction

Demonstrating cybersecurity compliance requires auditable
evidence for each control. Standards and frameworks such
as ISO/IEC 27001:2022, the NIST Cybersecurity Framework
2.0 and the CIS Critical Security Controls define the expected
practices, but implementation alone does not demonstrate
compliance: each control must be supported by evidence
an assessor can audit [1–3]. Producing this evidence is
manual, repeated and dependent on specialist expertise, and the
burden grows with the number of controls rather than with the
organisation’s size. Researchers have therefore treated control
text as structured data and evidence collection as an automatable
workflow [4–8].

This gap between regulatory obligations and organisational
capacity is greatest among small and medium-sized enterprises
(SMEs), which must meet the same control sets as large
organisations but have far fewer security resources. Studies
across several jurisdictions show the same pattern: SMEs
report acute shortages of staff, tooling and process [9–11],
they under-invest relative to their exposure [12], and
expert assessment shows that their reported posture differs
systematically from observed conditions [13]. This last finding
matters for any assessment tool: most compliance tooling relies
on the organisational self-report, which carries a documented
upward bias.

Three assessment approaches address different parts of this
evidence problem.

The first asks respondents to report the status of each
control and scores the responses. Risk-weighted compliance
assessment systems, maturity models and questionnaire-driven
self-assessment tools follow this design across national and
sectoral frameworks [14–18], and some recent variants use
a single self-declared maturity value to recommend controls
[19, 20]. These tools are inexpensive to deploy and require no
technical access or setup. Their output, however, depends on the
accuracy of the self-report: the assessment is only as reliable as
the respondent’s account of the estate (the organisation’s systems
and internet-facing assets). An independent check is therefore
needed before the result can serve as evidence rather than as a
claim.

The second collects evidence from inside the administrative
boundary and evaluates it against machine-readable control
representations. Structured formats such as OSCAL and
SCAP allow software to process individual controls [4, 21, 22];
knowledge-based methods use those representations to check
policy against configuration [23]; and continuous compliance
systems evaluate cloud controls against live telemetry on a
schedule [5, 6, 8]. These systems automate evidence collection
at control granularity. They do so by operating with privileged
access: an agent, an API credential, a configuration export or
a telemetry pipeline. They also need an operator competent
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to deploy and maintain them. The requirements are therefore
organisational as well as technical, and many SMEs cannot meet
them.

The third observes organisations from outside, requiring
neither cooperation nor credentials. Internet-scale measurement
enumerates reachable services and reads their configuration
directly [24–27]; attack-surface management focuses on the
unknown and unmanaged internet-facing assets an organisation
holds [28–31]; and externally visible security weaknesses have
repeatedly been shown to predict organisational risk and breach
likelihood [32–36]. Surveys describe both the capabilities
and the methodological limitations of these techniques [37,
38]. These methods produce finding lists or composite risk
scores based on observed exposures: a stale certificate, an
absent authentication record, or a reachable management port.
Commercial security-rating services compress these findings
into a single score whose derivation is opaque and whose values
diverge across providers [39]. Converting such observations
into compliance evidence therefore requires a further step: a
mapping from observed exposures to the controls an assessment
regime uses. Where that mapping has been attempted, it has
been at the level of an overall certification verdict rather than
individual controls, as work on payment-card certification and
on national assurance schemes illustrates [40, 41].

We have not identified an existing approach that combines
external observation with evidence at control granularity. Such
a tool must satisfy four requirements. It must operate without
privileged access, so that organisations without security staff
can use it. It must produce evidence linked to control identifiers
rather than to exposures, so that formal assessment processes
can use the output. It must be explicit about which controls it
can test and which it cannot, since external observation provides
no evidence about governance, personnel, physical or backup
controls, whatever the quality of the measurement. And it must
incorporate organisation-supplied evidence for the controls it
cannot test, rather than leaving them unaddressed. Building such
a tool first requires a quantity that, to our knowledge, has not
been established for any national control set: the proportion of
controls that unauthenticated external observation can test at all.

This work examines the Saudi regulatory regime, where the
gap between obligation and capacity is acute and the two control
sets are small enough for exhaustive analysis. The National
Cybersecurity Authority (NCA) issued the second revision of
the Essential Cybersecurity Controls (ECC-2:2024) together
with a companion standard for non-critical private-sector entities
(NCNICC-1:2025) [42, 43]. The NCNICC-1:2025 Class B
tier covers organisations employing 6 to 249 staff or reporting
annual revenue between SAR 3 million and SAR 200 million.
ECC-2:2024 is organised into 4 domains and 28 subdomains.
It contains 108 main controls and 92 subcontrols, for 200
control rows. NCNICC-1:2025 marks each control mandatory
or recommended per class and adds three controls with no
ECC-2:2024 equivalent: brand protection, a licensed managed
security operations subscription, and printer and imaging device
security. The combined catalogue is 203 rows.

The control sets build on the 2018 controls and align with
the international frameworks cited above, while sector rules such

as the SAMA framework govern regulated industries in addition
[44–46]. Strengthening SME cybersecurity is an explicit
Vision 2030 objective, and the Personal Data Protection Law,
the national data management regulations and the cloud-first
policy determine much of what an entity must control [47–51].
Regional threat reports point the same way: the Kingdom
sustained the Shamoon wiper campaigns of 2012 and 2016,
whose operators moved through stolen credentials and reachable
services rather than through novel exploitation. Both routes
depend on internet-facing entry points that an external observer
can identify [52, 53].

This capacity gap is measurable. Active commercial
registrations exceeded 1.7 million in 2025 [54, 55], against
an estimated 21,700 cybersecurity specialists nationally [56].
This is approximately one specialist per 78 registrations. The
regulator’s current assessment channels are declaration-based:
a published self-assessment questionnaire, and the Haseen
platform, which measures the compliance of registered entities
and validates their email authentication configuration [57,
58]. Both channels work from what entities register and
declare. None of these channels observes a decommissioned
but still active subdomain, an orphaned endpoint, or an expired
certificate. A dangling DNS record that resolves to a reclaimable
resource is a documented subdomain-takeover vector, and no
declaration-driven channel observes it [59]. The externally
testable tier is not unique to these control sets: the United States
already mandates externally observable configurations, HTTPS
and DMARC among them, for federal agencies [60].
Research objective. The objective of this work is to design,
implement and evaluate an automated toolkit that converts
external observations into compliance evidence linked to control
identifiers. We classify each control of a national cybersecurity
catalogue by the evidence needed to assess it. The toolkit applies
that classification: it produces evidence for each externally
testable control from unauthenticated black-box observation,
and it compares organisation-supplied declarations with that
observed evidence. Four research questions follow.

• RQ1. Which controls of a national cybersecurity catalogue
can unauthenticated external observation test, and what class
of evidence do the remaining controls require?

• RQ2. Can the detector-to-control mapping on which
the toolkit depends be derived automatically by keyword
matching, dense retrieval or language-model inference, or
does it require expert curation?

• RQ3. How accurately does the toolkit detect violations
of the externally testable controls under a parameterised
sensing model, relative to a predict-all baseline?

• RQ4. To what extent can the toolkit flag overstated
declarations that observed findings contradict?

Contributions. This paper makes four contributions.

• An observation boundary and a three-tier evidence
model. We define an explicit boundary over the facts
unauthenticated black-box observation can access, and
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classify all 203 rows of ECC-2:2024 and NCNICC-1:2025
by whether they are testable within that boundary and
by required evidence class: externally testable, internal
assessment, or declaration (Section 3.2). This answers RQ1
and provides the classification the toolkit applies.

• An automated tiered-evidence toolkit. We design and
implement a four-stage toolkit that discovers internet-facing
assets, includes a 31-detector suite, of which 15 are
implemented as live inspectors, resolves each finding to
the controls it supports through a curated mapping with
automated integrity checks, and scores those controls
(Section 3.3). Scoring follows the evidence-precedence
rule: observed evidence takes precedence over declarations.
A contradiction component checks organisation-supplied
declarations against observed findings and flags those the
findings contradict.

• A synthetic evaluation cohort. We release 100 synthetic
Class B firms whose demographic parameters are
drawn from national statistics, whose relative exposure
patterns follow regional incident reports, and whose
numerical exposure rates are explicit modelling assumptions
(Section 3.4). A parameterised sensing model keeps ground
truth separate from toolkit input and enables end-to-end
evaluation where scanning real organisations without
consent is not permissible.

• An evaluation with baselines, sensitivity analysis
and replication. We show that generic text-similarity
methods and twelve open-weight language models do not
recover the curated mapping (RQ2). We then quantify
violation-detection and contradiction-detection performance
against explicit baselines and ceilings (RQ3, RQ4), test
sensitivity to the modelling choices, and replicate on a
structurally distinct synthetic cohort (Section 4).

The remainder of the paper is organised as follows. Section 2
reviews the related literature across five research strands and
positions the present work against the closest systems. Section 3
presents the methods: the evidence-tier classification, the toolkit
architecture and its components, and the construction of the
synthetic evaluation cohort. Section 4 reports the results for
RQ2 to RQ4, together with sensitivity and replication analyses,
and traces a single firm end to end as a sample of toolkit output.
Section 5 discusses the interpretation of the results and the
limitations that constrain them, and Section 6 concludes.

2. Review of related literature

Five strands of research bear on the problem addressed
here. This section reviews each in turn and then positions the
present work against the closest systems; Table 1 summarises
that comparison along the axes that separate them.

2.1. Compliance assessment driven by self-report

One group of systems relies entirely on organisational
self-report. The risk-based compliance assessment system for

ECC-1:2018 is the closest Saudi predecessor: a respondent
answers a questionnaire, and four weighting schemes convert
the responses into a compliance percentage, without independent
observation or supporting evidence [14]. A 2026 tool for
Jordan’s national framework repeats this design, extended with
additional mappings and a richer scoring model, and remains
driven entirely by self-reported status [16]. Maturity assessments
for Saudi higher education follow the same pattern [15], as do
compliance assessment systems published in this journal [17]
and data-driven assessment tools developed for the European
SME population [18]. A more recent framework removes
the questionnaire entirely: it recommends which controls an
organisation should adopt from a set of standards, using a
self-declared maturity level as its only organisational input.
The tool uses no other information about the organisation
[19]. A systematic review of the SME compliance literature
likewise finds the same reliance on self-reported status across
the field [20]. None of these tools compares the self-report with
independent observation.

2.2. Cooperative validation of self-reports

A second group checks self-reports using evidence from
within the organisation. Chidukwani and colleagues assessed
eight SMEs through expert site visits, interviews, artefact review
and an internal vulnerability scan executed from a laptop on each
firm’s own network [13]. They benchmarked each firm against
the NIST Cybersecurity Framework and found that self-reporting
alone overstates posture. The same group earlier identified the
barriers that prevent small firms from acting on security guidance
[9] and surveyed their available security measures [10]. Studies
of Saudi small firms report the same shortage of staff and process
[61, 62], and research documents the cost of this gap [12]. A
comparative study of Saudi and United Kingdom SMEs also
finds low awareness of the national control sets [63]. Even
carefully designed surveys face the same limitation at scale,
since a well-conducted survey records what respondents report
rather than what their organisations expose [11].

2.3. External observation without control-level mapping

A third body of related work observes organisations from
outside but stops short of control-level classification. Rahaman
and colleagues used external scans to test payment card
certification and found that some sites were certified even though
external scans showed non-compliance, which motivates a tiered
treatment of what external observation can and cannot test
[40]. Externally observable mismanagement predicts breaches
without an organisation’s cooperation [32, 64], and commercial
security-rating services convert such observation into scores,
although independent comparison shows that scores differ
across providers and are difficult to audit [39]. The cyber-risk
literature treats external observation as a useful but limited
predictor [36], links observed posture to breach likelihood
[35], and maps it to the controls cyber insurers ask applicants
about [65]. National assurance schemes go further and pair
a questionnaire with an external scan, as Cyber Essentials
Plus does, but issue an organisation-wide pass or fail result
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Table 1: Comparison of the closest systems by evidence source, framework, automation, population, reproducibility and output. Among the compared systems, this is
the only one that produces per-control evidence from external observation of a national framework and releases the artefacts required to reproduce the results.

System Evidence Framework Auto. Population Repro. Output

RC2AS [14] self-report ECC-1:2018 no 1 firm no score
Jordan JCCT [16] self-report Jordan JNCSF partial 1 firm no score
Saudi HEI [15] self-report ECC-1:2018 aligned no survey no maturity level

VCPAF [13] scan + interview NIST CSF no 8 firms no posture report
PCI certification [40] external scan PCI DSS subset yes 1,203 sites yes pass or fail
Security ratings [39] external scan none yes many firms no opaque score
Cyber Essentials Plus [41] form + scan UK baseline partial certified firms no pass or fail
AI framework [19] self-declared multi-standard yes 3 scenarios no control list

This work external observation ECC-2:2024 + NCNICC-1:2025 yes 100 synthetic firms yes per control

rather than producing per-control evidence across a framework
[41]. External observation is an established signal, but we have
identified no prior system that maps it to the individual controls
of a national standard.

2.4. Internet measurement at scale

Internet measurement provides the methods the toolkit
uses. Fast scanners enumerate the reachable address space
while search engines index the services that respond [24,
25]. These methods have measured email authentication
adoption across the web [26, 27], predicted organisational risk
from externally visible features [33, 34], and matured into
attack-surface management, which focuses on the unmanaged
internet-facing footprint [28–31]. Measurement surveys describe
the capabilities and limitations of these methods [37, 38], among
them the sampling bias of public top lists [66]. These methods
are now being applied at national scale in the region: web
security has been measured across Türkiye at national scale in
this journal [67], and the privacy practices of 723 popular Saudi
websites have been scanned bilingually [68]. To our knowledge,
no national-scale measurement of Saudi security posture yet
exists.

2.5. Machine-readable control catalogues and continuous
compliance

The standards have also been represented as structured data,
and this structured representation underpins the classification.
NIST publishes control catalogues as structured documents
through OSCAL and its predecessor SCAP, and maintains
cross-framework mappings as reference data [4, 21, 22].
Knowledge-based methods use these representations to check
policy against configuration [23], continuous compliance
systems evaluate cloud controls against live evidence on a
schedule [5, 6], and framework evaluations compare standards
for regulatory fit [7, 8]. These systems encode control text as
data and reason over it, and their evidence comes from within the
organisation’s administrative boundary, whether from internal
configuration or from cloud-native telemetry.

2.6. Positioning

Together, these five strands reveal a specific gap: the
mapping from external observation to the controls of a national

framework. We address it by defining an explicit observation
boundary over the complete ECC-2:2024 and NCNICC-1:2025
control sets and classifying every control by that boundary
and by evidence tier. An automated toolkit implements the
classification, producing per-control evidence and flagging
contradicted declarations, and we evaluate it on a synthetic
population of 100 firms rather than a single case. We release
all artefacts required to reproduce the results. The distinction
between observation and elicitation is established [32, 69]. The
new elements are the control-level classification of ECC-2:2024
and NCNICC-1:2025, the evidence tiers beneath it, and the
toolkit that implements the classification.

3. Methods

3.1. Design objectives and overview

The toolkit is designed around four objectives that follow
from the requirements identified in Section 1. It must operate
without credentials, agents or organisational cooperation, so that
organisations without security staff can use it. It must produce
evidence linked to control identifiers rather than to exposures,
so that its output is usable in formal assessment. It must state
explicitly which controls it can test and which it cannot, rather
than returning a single composite score. And it must incorporate
organisation-supplied evidence for the controls it cannot test,
so that most controls, which lie beyond the scan, are not left
unaddressed.

Three components implement these objectives, and the
remainder of this section describes each in turn. Section 3.2
presents the evidence-tier classification, which partitions the
control sets and provides the mapping the toolkit uses.
Section 3.3 specifies the toolkit itself: its processing stages,
its detector suite, its mapping component, its scoring rules,
its contradiction component and the adversary model under
which it operates. Section 3.4 describes the synthetic evaluation
cohort and the sensing model applied to it. Together they enable
end-to-end evaluation without scanning real organisations.

3.2. The evidence-tier classification

3.2.1. The observation boundary
The classification uses a defined observation boundary and a

rule that classifies each control against it. The boundary is the set
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of facts an unauthenticated external observer of an organisation’s
internet-facing assets can determine. Observable facts include
published DNS records, TLS handshake parameters, responsive
ports, web response headers, and disclosed service names and
versions. A control is externally testable when these observations
determine, for each asset the scan discovers, whether the asset
satisfies the control. At organisation level, the evidence is
one-directional: a finding demonstrates a violation, whereas
the absence of a finding does not prove compliance, because
the scan may not discover every asset. Where observation is
insufficient, the organisation must provide its own evidence for
the control.

3.2.2. Evidence tiers
The controls the scan cannot test require different types of

evidence, so the classification uses three tiers. Some cannot be
tested externally but can be supported by a structured internal
record: a device management console, a backup restoration test,
a penetration test report, or a log retention configuration. Other
controls concern a governance committee, a personnel screening
policy, or physical access to a server room. They rest solely
on a declaration by an accountable individual, because neither
external observation nor a routine internal record determines
whether they operate. The distinction is whether the control’s
routine operation produces a directly inspectable record that
allows a reviewer to determine whether the control operates.
Routine operation of a Tier 2 control produces such a record: an
export, a log or a test report a reviewer can inspect. It is Tier 3
when any document the organisation could produce is an account
written by the organisation about its own practice, so assessment
ultimately depends on attestation. Minutes, for example, may
show that a committee met, but they do not by themselves
establish that the governance process operates. An organisation
planning its compliance effort and cost needs to know which
controls it can support through internal assessment and which
require a signed statement. Tier 1 is externally testable, Tier 2
requires internal assessment, and Tier 3 requires a declaration.
Tiers 2 and 3 together form the attestation-required remainder,
the controls for which the organisation must provide evidence.
The primary distinction in this paper is between Tier 1 and that
remainder.

3.2.3. Distribution across the catalogue
Externally testable rows are a minority of the catalogue, and

their distribution across the standard is uneven. Table 2 reports
the split: 23 of the 203 rows are Tier 1, 72 are Tier 2, and 108
are Tier 3; Table 3 gives illustrative rows from each tier. Figure 1
shows the imbalance. All 23 externally testable rows fall within
the defence domain. The governance, resilience and third party
domains, together with the NCNICC-1:2025 additions, contain
none at all. Outside the defence domain, external observation
provides no evidence and the organisation must supply its own.
The size of the externally testable tier is itself a result, because
it defines the limits of external observation across the catalogue.

Table 2: Classification of the 203 ECC-2:2024 and NCNICC-1:2025 control
rows by the type of evidence required. The externally testable tier is 11.3% of
the catalogue.

Tier Controls Share (%)

Tier 1: externally testable 23 11.3
Tier 2: internal assessment 72 35.5
Tier 3: declaration 108 53.2

Total 203 100.0

Table 3: Illustrative rows of the classification across the three tiers, keyed by
control identifier. Control text is NCA copyright and is not reproduced.

Control Tier Detectors Class B

2-8-3-3 externally testable 6 mandatory
2-4-3-5 externally testable 4 mandatory
2-15-3-3 externally testable 10 recommended

2-9-3 internal assessment 0 mandatory

1-9-3-1 declaration 0 not in scope
2-14-3 declaration 0 mandatory

0 25 50 75 100 125

NCNICC

Third party

Resilience

Defence

Governance

23

control rows

externally testable

internal assessment

declaration

Figure 1: Composition of each domain by evidence tier. All 23 externally
testable rows fall within the defence domain; the other domains contain none.

3.2.4. Granularity of the count
The 23 Tier 1 rows consist of 16 subcontrols and the 7 parent

controls that contain them. We report the count at both levels of
granularity, because a main control containing a single externally
testable subcontrol is itself only partly testable from outside. At
the subcontrol (leaf) level, 16 of the 92 subcontrols are externally
testable; that is the stricter figure.

3.2.5. Detector-to-control mapping
The detector specification contains 31 detectors, mapped to

exactly the 16 Tier 1 subcontrols. Figure 2 maps the detectors to
the controls.

Ten of the 31 detectors map to a single control, 2-15-3-3,
which specifies the use of secure protocols for external web
applications; the web header and web application surface
detectors all fall under it. That concentration is the most
contestable interpretation in the classification, and 2-15-3-3
is the control most likely to attract expert disagreement. We
therefore retain this contestable mapping rather than reassign
detectors to increase apparent coverage.
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Management port (SSH/RDP)
End-of-life software

DKIM absent
DMARC none or absent

MTA-STS absent
SPF absent

Database port exposed
Internal port exposed

Dev environment exposed
High-risk port open

DNS zone transfer (AXFR)
DNSSEC absent

Expired certificate
Legacy TLS version

Self-signed certificate
Weak certificate key

Weak TLS cipher
Outdated software

WAF absent
No DDoS mitigation

Directory listing
Sensitive file exposed

Insecure cookie
CSP absent

HSTS absent
Permissions Policy absent

Referrer Policy absent
nosniff header absent
Frame options absent

No HTTPS redirect
Login panel exposed

2-2 2-3 2-4 2-5 2-8 2-10 2-15

Figure 2: Each detector maps to the subcontrols it supports. The 31 detectors map to exactly the 16 externally testable subcontrols, and ten resolve to control 2-15-3-3,
the concentration discussed in Section 5.

3.2.6. Curation procedure
Controls fall outside the externally testable tier when they

leave no trace an external observer can read. Governance
controls, personnel security, physical protection, backup and
recovery, incident response, and internal patch cycles all do
so, and must therefore be classified as internal assessment or
declaration. Each tier was assigned from the standard’s text.
For 42 of the 200 ECC-2:2024 rows, an initial pass over the
control text assigned a provisional default tier. We reviewed all
42 against the control text and the NCA implementation guide;
review confirmed the default in every case, no tier was moved,
and each decision is recorded in docs/DECISIONS.md. The
remaining rows were assigned directly from explicit wording in
the control text, and the three NCNICC-1:2025 additions fall in
Tier 2 using the same criteria. Section 5 states the status of this
curation.

The next section specifies the toolkit that applies this
classification: it maps scan findings to controls and scores the
controls to which those findings map.

3.3. Toolkit architecture

3.3.1. Processing stages
The toolkit converts an external scan into per-control

evidence in four stages, and keeps the stages separate to allow
independent audit. It discovers an organisation’s internet-facing

assets, inspects each asset with the detectors, maps every finding
to the controls it supports through the classification, and scores
the mapped controls. Figure 3 illustrates the stages using one
worked firm, eval-000, which Section 4.7 examines in full.

3.3.2. The detector suite
The 31 detectors read only data available within the

observation boundary. They cover response headers, transport
security and certificates, open and management ports, email
authentication records, DNS security, and exposed development
or administrative surfaces. The detector definitions follow
established external-measurement practice, and open-source
tools already probe the same surface for a single organisation
[70–72]. The transport and certificate detectors build on
large-scale TLS and HTTPS measurement [73], and the email
authentication detectors read the SPF and DMARC records those
standards define, while DKIM is probed through its published
selectors and therefore remains selector-limited [74–76]. Fifteen
of the 31 detectors are implemented as live inspectors in
the released toolkit. The remaining 16 are specified in the
detector catalogue with their control mapping but are not yet
implemented; each detector also has a CVSS v3.1 base severity
[77]. Sections 4 and 5 report how much of the evaluation
depends on these specified but unimplemented detectors.
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four separable stages

one firm, eval-000

Discovery
enumerate the internet-facing
assets

Inspection
run the detectors on each asset

Mapping
resolve each finding to control
IDs

Scoring
assessed and documented scores

1 2 3 4

4 assets
apex domain and 3 subdomains

11 findings
across headers, TLS, DNS, ports

evidence for 9 controls
e.g. 2-8-3-3, 2-15-3-1, 2-2-3-1

assessed 0.44, gap 0.56
documented 0.69

a fixed table,
not a model

Figure 3: The toolkit converts an external scan into per-control evidence in four separable stages, traced here on the worked firm eval-000. Separating the stages keeps
each stage auditable.

3.3.3. The mapping component
Mapping is performed by a fixed table rather than a learned

model. Each detector stores the identifiers of the controls it
supports, checked against the control set at toolkit start-up, so
the toolkit cannot output an identifier the standard does not
define.

3.3.4. Coverage scoring
The toolkit reports two scores, because they answer different

questions. When evidence for a control is available at more
than one tier, the evidence-precedence rule applies: the
highest-priority evidence determines the control’s status, in the
order Tier 1, then Tier 2, then Tier 3. A Tier 1 finding therefore
takes precedence over a Tier 3 declaration. The assessed score is
the share of the 16 externally testable subcontrols on which
the scan observes no violation within the discovered estate.
It summarises the observed external posture. The externally
attributable gap equals one minus the assessed score. This score
is limited by the one-direction rule: a subcontrol without an
observed violation has not been shown compliant, because the
scan may not discover every asset.

The documented score is the share of evidenced controls
whose highest-priority evidence records no gap. Its denominator
covers more controls: the externally testable subcontrols plus
every control the organisation supports with Tier 2 and Tier 3
records. Only evidence for off-surface controls expands this
denominator, since a declaration on an externally testable
control is determined by that control’s Tier 1 evidence and adds
nothing. The documented score summarises the organisation’s
documented position, and it relies on self-report wherever no
finding provides an external check. A control outside the
externally testable set for which the organisation supplies no
evidence is excluded from both scores; it remains an unresolved
obligation, which the toolkit counts separately (Section 4.7).
Reported results use uniform weights, so that every control
contributes equally. An expert weighting is supported; the toolkit
accepts elicited weights only when they pass a consistency check,
and this paper does not use them.

3.3.5. Contradiction flagging
The evidence-precedence rule lets external observations

check declarations. When an entity declares a control compliant

evidence for one control

Tier 1 externally testable
DNS, TLS, ports, headers

Tier 2 internal assessment
questionnaires, configs, logs

Tier 3 declaration
signed by an accountable person

else

else

Evidence precedence. The
highest-priority evidence
determines a control’s status:
Tier 1 before Tier 2 before
Tier 3.

Assessed score
share of the 16 externally testable
subcontrols with no observed
violation. Gap is 1 minus assessed.

Documented score
over every control with evidence at
any tier, each determined by its
highest-priority evidence.

never merged

Contradiction. A live Tier 3 declaration of compliance that a Tier 1 finding
contradicts is flagged and raises neither score. Observed evidence takes
precedence.

Figure 4: Evidence is scored per control under the evidence-precedence rule: the
highest-priority evidence determines each control’s status, so observed evidence
takes precedence over a declaration and the scan becomes a check on what an
organisation claims.

at Tier 3 and a Tier 1 finding conflicts with that declaration,
the toolkit raises a contradiction flag. The scan cannot test the
180 attestation-required rows. It can, however, flag a potentially
overstated declaration about a control the scan can observe.
Because findings can be false positives, each flag indicates
a potential contradiction and requires review; Section 5.3
quantifies the rate. Figure 4 shows the precedence rule and
the contradiction branch.

3.3.6. Adversary model
The adversary is an organisation that overstates its posture. It

controls its declarations and its externally visible configuration,
and it may know that a scan will occur. Its objective is to appear
compliant. It does not control the scanner or the third-party
records the scan reads. The observation boundary defines what
the organisation cannot conceal and what it can. Everything
inside the observation boundary is read directly by the observer
rather than taken from the organisation’s claims, although a
self-reported version banner can still be false (the second evasion
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below). Governance, personnel, physical and backup controls
leave no external trace (Section 3.2) and lie beyond the scan’s
reach.

Three evasion strategies follow directly from the boundary.

1. An organisation that declares nothing leaves no declaration
for a finding to contradict: the check can evaluate only
declarations that have been submitted. Because the
declaration is itself mandatory, its absence is a failure the
regulator can see.

2. Banner spoofing and finding suppression are effective
evasions, and the version and software detectors are
vulnerable to both.

3. Blocking probes affects the whole score rather than a single
finding: it prevents the toolkit from observing violations,
so an organisation that blocks the scanner raises its own
assessed score. The assessed score should therefore be
treated as an upper bound and read alongside scan coverage.
A deployment should report the unreachable share of the
estate alongside the score. That share is the field counterpart
of the reachable, throttled, content-delivery-network (CDN)
fronted and blocked shares modelled in Section 3.4.

The evaluation models a non-adaptive declarer, so the
contradiction result measures detection of non-adaptive
overstatement rather than of an organisation adapting to the
scan. The check further assumes a trusted scanner used with
the organisation’s consent. The check fails if an organisation
scans its own estate and edits the output, so the operator and
the integrity of the scan matter as much as the observation
itself. The trusted components are few: the scanner, the
operator who runs it, and the third-party records used by the
scan, namely append-only certificate transparency logs and
registration data held by domain registries. Tier 2 evidence
is organisation-supplied and is not externally verified, so the
documented score inherits the organisation’s self-report except
where a Tier 1 finding contradicts it.

3.4. The synthetic evaluation cohort

3.4.1. Demographic parameters
We evaluate the toolkit on 100 synthetic Class B firms. The

generator’s parameters fall into three categories. Firm size,
sector mix, estate size and domain mix are drawn from Saudi
national statistics. The relative exposure patterns of four finding
categories follow regional incident reports. Every numerical
exposure rate is a declared modelling assumption, as is the
posture distribution, which no Saudi source measures by sector.
We use synthetic firms because scanning real Saudi organisations
without consent is out of scope.

Within Class B, 89% of firms are small and 11% are
medium. This split is taken from the Monsha’at register for
the fourth quarter of 2023 [78], with firms sized by the official
Monsha’at employee bands [79]. The sector mix follows the
Monsha’at stock distribution and the General Authority for
Statistics (GASTAT) establishment survey, so that retail and
construction dominate as they do in the economy [80, 81]. Estate

size depends on the firm’s size band and is anchored to GASTAT
figures on internet and cloud adoption [82], and the domain
mix reflects the low share of Saudi firms holding a national
domain [83]. A small fraction of those national registrations
carry Arabic-script labels, and the generator represents such
domains in Punycode, the encoded form an external scanner
reads on the wire. Appendix A lists the population priors, the
incident-informed exposure weights, and the detection rates
with their sources. The GASTAT ICT access survey indicates
the share of the population an external scan can reach: 32.1%
of Saudi establishments operate a website while 95.0% use
email. The cohort therefore represents the web-exposed third of
the population, and the email authentication detectors apply to
nearly all of it [82].

Regional incident reports inform the exposure model. No
Saudi source measures SME exposure by category, so all
numerical exposure rates remain declared assumptions, with
upper bounds informed by the population-level anchors of
Appendix A. Regional reports inform only the relative direction
and ranking of four categories. Saudi incident-response and
security-operations reporting indicates that most initial access
occurs through internet-facing systems: exploited public-facing
applications and valid accounts rank far ahead of phishing, and
brute force is the most detected attack type [84]. That source
is vendor telemetry and reports rank order rather than sample
sizes. Global data show a similar pattern: exploitation of VPN
and edge devices rose eight-fold as an initial-access vector in
a single year [85]. The vulnerabilities observed to be exploited
in the Kingdom affect internet-facing enterprise applications
and remain exploited years after disclosure; a SharePoint
vulnerability disclosed in 2019 (CVE-2019-0604) still ranked
among the most exploited of 2023 [84]. Regional ransomware
victims are concentrated in mid-market manufacturing and
construction firms [86].

The generator therefore assigns higher probabilities to those
four categories: management and high-risk ports, outdated
software, end-of-life software, and reachable authentication
surfaces (Table A.10). The largest increases apply to
construction and manufacturing, the sectors identified in
regional reports. Transport receives the same increase as a
declared modelling choice. The remaining categories are
left unchanged, for the following reasons. Regional reports
provide no data on headers, transport security and development
environments, and they provide only qualitative evidence about
web application firewalls (WAF) and denial-of-service (DDoS)
protection. On DNS security the national zone is signed yet
scarcely used, which the high prior already reflects. And on
email authentication the available evidence does not support
assuming below-global adoption, since large Saudi organisations
already publish enforcing records.

These sources are used only to set the generator’s priors.

3.4.2. Generative procedure
Each firm is a deterministic function of its index and one

global seed, so that the same seed regenerates the cohort and
every value derived from it. The generator draws in a fixed order.
A size band, small or medium, determines the estate size and

8



Algorithm 1 Generation of one synthetic Class B firm. Detect
observes each true issue with the product of the detector’s
sensitivity, the firm’s scanner competence factor, and the host’s
acquisition factor, and adds the false positives of Section 3.4.3.
Require: firm index i, global seed s

1: r ← Random(s + i) ▷ one seed per firm makes the cohort
deterministic

2: band← Draw(r, {small : 0.89,medium : 0.11})
3: sector← Draw(r, eight sector prevalences)
4: posture← Draw(r, band.posture shares)
5: apex ← domain under a weighted TLD; hosts ← {apex}∪

subdomains from sector’s pool, count set by band
6: true← ∅
7: for all host h ∈ hosts and finding category c do
8: if Bernoulli(r, sector.w[c] × posture.mult) then
9: for all detector k in category c do

10: add k@h to true with probability pk

11: end for
12: end if
13: end for
14: observed← Detect(true) ▷ sensk × comp × acqh
15: controls← Map(observed) ▷ the fixed classification
16: evidence ← Tier 3 claims on the scanned controls, some

overstated, plus Tier 2 and Tier 3 evidence off surface
17: return (hosts, true, observed, controls, evidence)

the posture priors. A sector is drawn by prevalence. A posture
level of strong, moderate or weak is then drawn from the band’s
shares. An estate is then constructed as an apex domain plus a
number of subdomains determined by the size band, sampled
from a sector-specific label pool. A retail firm therefore exposes
a storefront, a checkout and the e-invoicing integration every
VAT-registered entity operates; a construction firm exposes a
project portal. The generator then injects the firm’s true external
issues. For each host and each finding category it samples
presence using a Bernoulli trial, with probability the sector
weight for that category scaled by the posture multiplier. If
the category is present, each detector in the category is included
with a detector-specific probability. The result is the firm’s
unobserved true issue set. This is the ground truth, which the
toolkit never receives. Finally, the generator draws the firm’s
declarations and off-surface evidence. It draws Tier 3 claims on
the externally testable controls, overstating a declared share of
them. It then draws the Tier 2 and Tier 3 records the firm holds
for controls no scan can assess, with coverage that increases as
posture improves. Algorithm 1 states the procedure in full.

3.4.3. The sensing model
A modelled sensing layer converts the unobserved issues into

the findings supplied to the toolkit, because an external scan does
not observe every issue. The observation probability for each
true issue is the product of three factors. The first is the detector’s
sensitivity, set per detector between 0.70 and 0.99. The second
is the firm’s scanner competence factor, drawn per firm between
0.97 and 1.00, which models the run-to-run acquisition quality
of a single authorised scan of that firm. The third is a per-host

acquisition factor determined by the host’s scan condition. The
DNS-resolved apex detectors are the exception: published DNS
records remain readable regardless of the host’s scan condition,
so neither the competence nor the acquisition factor applies to
them. A host is reachable, throttled, behind a CDN, or blocked,
with shares 0.85, 0.09, 0.05 and 0.01 respectively. A CDN
suppresses origin-facing detectors at a factor of 0.40 but barely
affects edge-facing ones at 0.95, and a blocked host has a low
acquisition factor of 0.20.

Scan condition and competence are drawn independently of
posture, so any correlation between a firm’s exposure conditions
and the quality of its administration is excluded from the model.
A CDN fronting a better-managed estate is one such correlation.
The stress test that comes closest to bounding this effect sets
every low-confidence detection rate to its pessimistic extreme at
once; these are the ambiguous WAF, DDoS, DKIM, banner
and login signals. Under it, the violation-detection task of
Section 4.3 holds at F1 0.872.

The sensing layer generates false positives on 16 of the 31
detectors, at rates between 0.02 and 0.24 per host. The other 15
detectors read published values deterministically: DNS records,
response headers, certificate fields and email authentication
records. By construction they carry no false-positive rate. Under
the inspector contract, a live inspector reports absence only
on a definitive read. A timed-out or failed lookup produces
no finding rather than an absent record, leaving obstruction
and unreachability to the acquisition factor above. These 15
zero-false-positive detectors are not the same 15 that have a live
inspector; the two groups overlap but are not identical.

3.4.4. Leakage control
The true issue set and the observed finding set are kept

in separate data structures, and an automated test checks
the serialised toolkit input for ground-truth fields, preventing
label leakage into what the toolkit scores. The deterministic
reads and the high-reliability probes are calibrated against
controlled targets and one authorised scan of author-owned
infrastructure; published figures instead provide bounds for
the nine analyst-judgement rates (Section 5.1 gives the split).
Appendix A reports every rate with its source or modelling
status.

4. Results

4.1. Experimental setup

Three experiments address RQ2 to RQ4 in turn. All three
are conducted on the 100-firm synthetic cohort at a fixed seed. A
robustness analysis tests the conclusions against the modelling
choices, and every reported value can be regenerated from the
released artefacts. The mapping, the toolkit, the cohort and
every evaluation output accompany the paper and will be made
publicly available upon acceptance. Throughout, the positive
class is a control the firm truly violates; Section 4.3 defines the
measures. Table 4 collects the principal results. Table 5 reports
observed findings by category; web-header findings dominate
because ten detectors map to the single control 2-15-3-3.
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Table 4: Principal results on the 100-firm cohort. The implemented-only
rows restrict the violation-detection task of Section 4.3 to the 7 of 16 controls
covered by an implemented inspector and are paired with a matching predict-all
baseline. Every value is transcribed from the released artefacts and gated by
verify_numbers.py.

Quantity Value

Violation detection (RQ3)
Violation-detection micro precision 0.892
Violation-detection micro recall 0.925
Violation-detection micro F1 0.909
Violation-detection macro F1 0.884
Violation-detection Matthews correlation 0.779
Violation-detection balanced accuracy 0.887

Violation-detection F1, implemented only 0.943
Predict-all baseline, implemented only 0.758

Predict-all baseline F1 0.732
Perfect-mapper expectation F1 0.910
Mapping integrity F1 1.000

Contradiction detection (RQ4)
Contradiction precision 0.853
Contradiction recall 0.947
Contradiction F1 0.898

Mapping baselines (RQ2)
Best generic mapper F1 0.576
Single-pick ceiling F1 0.916

Table 5: Observed findings by category over the cohort (1,857 findings).
Web-header findings dominate, as discussed in Section 5.

Category Findings

web headers 647
ports 266
TLS 224
WAF 185
software 124
email 112
end of life 109
auth 77
DNS 61
DDoS 41
dev environment 11

4.2. Automatic derivation of the mapping (RQ2)

We first test whether generic text-similarity methods
reproduce the curated mapping. They do not. This tests
portability: extending the classification to another control set
requires expert time only if no generic method can derive the
mapping. We compare keyword matching, lexical and semantic
embedding, and twelve open-weight language models with
the curated mapping, weighting each detector by its finding
frequency in the cohort. The models range from 7 to 32 billion
parameters and include both general and Arabic-specialised
systems. All are evaluated zero-shot (Appendix B). The best of
them, a 12-billion-parameter model, reaches F1 0.58 (Figure 5).

The 0.916 line in Figure 5 is a ceiling on single-pick
scoring rather than on the mapping itself: some detectors
have two reference control labels, so naming one control per
detector cannot reach 1.000. Lifting that constraint does not
materially improve the generic mappers. A lexical baseline
allowed to return several controls per detector still scores only
F1 0.19 against the curated 1.000, and no language model
under the same multi-label setting exceeds 0.32 (Appendix B).
This experiment measures agreement with the curated reading
rather than its correctness: a superior mapping would score
lower here. We test zero-shot prompting because a few-shot
prompt containing mapping examples would reveal the target
schema, and fine-tuning would require the labelled mapping
being evaluated. A constant mapper that assigns the single most
frequently supported control to every detector scores F1 0.319
and forms the constant-mapper baseline drawn as the dotted line
in Figure 5; that control accounts for a finding-weighted modal
share of 0.348.

4.3. Violation detection (RQ3)
The violation-detection task compares the toolkit’s

per-control predictions with the generator’s ground truth.
The positive class is a control the firm truly violates. A
control with neither a predicted nor a true violation is a true
negative, which micro-F1 ignores but the Matthews correlation
and balanced accuracy reported below both count. On the
cohort the toolkit achieves a modelled micro-F1 of 0.909
(95% bootstrap interval 0.891 to 0.925), with precision 0.892
and recall 0.925; the macro-F1 is 0.884. This result is an
integrity check on the toolkit rather than a measurement of
field scanner performance: mapping integrity is 1.000 by
construction, so the violation-detection result primarily reflects
the modelled detection rates. Restricted to the controls covered
by an implemented inspector, violation detection is F1 0.943
over 7 controls, against a matching predict-all baseline of 0.758.

The predict-all baseline labels every control as violated. It
scores 0.732 at the cohort’s base rate of 0.577, so the toolkit
exceeds it by 0.177. That margin is not an artefact of the base
rate: over the 1,600 firm-by-control decisions the toolkit attains
a Matthews correlation of 0.779 and a balanced accuracy of
0.887. Both measures use the full decision table, on which
the predict-all baseline equals 0 (the convention for a constant
predictor) and 0.5 respectively, regardless of the base rate.

A perfect mapper facing the same modelled rates reaches
F1 0.910 on the expected detection counts. Because F1 is
not linear in those counts, individual runs vary around that
expectation rather than being capped by it. Across thirty seeds
the mean F1 is 0.903 with a standard deviation of 0.009, and four
of the thirty seeds exceed the expectation. The reported seed at
0.909 lies between the multi-seed mean and that expectation.

Most uncertainty arises from the modelled detection rates.
A 2,000-draw Monte Carlo ensemble over them gives a 95%
predictive interval of 0.896 to 0.927, comparable to the 95%
bootstrap interval of 0.891 to 0.925 obtained by resampling the
100 firms. The detectors whose false-positive rates contribute
most to this uncertainty are DDoS protection, DKIM and the
exposed login panel, so calibration effort should begin there.
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mapping micro F1
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Figure 5: Generic mappers scored against the curated mapping over 95 candidates (the 92 ECC-2:2024 subcontrols plus the 3 NCNICC-1:2025 additions). Hatched
bars restrict the candidates to the 16 externally testable subcontrols; the dotted line is the constant-mapper baseline. The best open-weight model reaches F1 0.58
against the 0.916 single-pick ceiling.

Figure 6(a) gives the per-control precision and recall, and
marks the controls covered only by specified but unimplemented
detectors.

Precision varies with posture, rising from 0.66 on
strong-posture firms to 0.94 on weak-posture firms, because a
firm with few true findings yields a higher ratio of false positives
to true positives. The aggregate is therefore weighted towards
the 54 weak-posture firms. The 13 strong-posture firms present
the operationally harder case of detecting a well-secured firm’s
residual gaps. In that subgroup violation detection falls to
F1 0.76, against a predict-all baseline that falls further, to 0.459.
The posture effect is large: Cliff’s δ, a nonparametric effect
size comparing two distributions, is 0.82 for the per-firm F1 of
weak-posture versus strong-posture firms.

4.4. Contradiction detection (RQ4)

Overstated declarations are flagged at a contradiction F1 of
0.898. The cohort contains 1,871 declarations, of which 1,597
are active and 274 lapsed or not yet effective. Half of the active
declarations concern controls the scan cannot observe: 806 of
the 1,597 fall outside Tier 1, where no finding can confirm or
contradict them. That leaves 791 declarations that an observed
finding could contradict. The toolkit nonetheless receives all
1,871 and correctly raises no flags for the lapsed declarations
or for those outside Tier 1. An overstatement is a case in
which a firm declares compliance with a control it truly violates.
Among the 791, the toolkit flags overstatements at F1 0.898
(95% bootstrap interval 0.871 to 0.922), with precision 0.853
and recall 0.947. Missed findings limit recall and false positives
limit precision, the same two rates that limit violation detection.

This is the only measure reported here that tests what an
organisation declares, and the counts above show its limited
scope: only declarations concerning externally testable controls
can be checked at all. A finding can contradict a claim, but the
absence of a finding cannot confirm one, since the scan may

not observe every asset. The evaluated declarer is non-adaptive;
Section 5 discusses this limitation.

4.5. Sensitivity analysis

The modelling choices do not change the main
conclusion. Shifting the population priors by 20% keeps
the violation-detection F1 within 0.881 to 0.930. A uniform
shift of every detection rate by 0.10 constitutes a worst-case
stress, since it also shifts the deterministic reads, whose rates
would not in fact move. Under it the violation-detection F1
spans 0.844 to 0.966, driven by the analyst-judgement rates.
Varying the declared overstatement rate from 0.30 to 0.70
changes the contradiction F1 between 0.840 and 0.903, so the
contradiction result is reported at the declared rate of 0.50 rather
than at the value producing the best result. Figure 6(b) reports
the full sweeps. Table 6 lists the evaluation pitfalls and the
corresponding safeguards, following the checklist for machine
learning in security [87]. Among these is the separation of the
ground truth from the toolkit input, which an automated leakage
test enforces.

4.6. Replication on a structurally distinct cohort

Because the violation-detection figure restates the modelled
detection rates, it may depend on the structural choices of a
single generator. We therefore constructed a second cohort,
cohort B, of 100 firms using a deliberately different specification.
It uses indexed hostnames with positional roles, an unobserved
per-host neglect variable in place of the category-level correlated
draws of Section 3.4.2, a continuous posture variable in place
of the three bands, and four independent sectors in place of
the sector-by-category weights. We did not tune cohort B
to match cohort A, and the 31 detectors, the mapping, the
detection rates and the contradiction mechanism were held fixed.
Its exposure structure also predates and does not include the
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Figure 6: Panel (a) gives per-control precision and recall over the 100-firm
cohort; controls covered only by specified but unimplemented detectors are
marked with an asterisk, since they contribute to the violation-detection result.
Panel (b) shows the violation-detection F1 under four modelling sweeps, with
every band clearing the predict-all baseline of 0.732 and close to the reported
0.909.

incident-informed reweighting of Section 3.4.1, so the transfer
does not depend on the reweighting.

Cohort B contains more true findings: 2,554 against cohort
A’s 1,852, both counted before detection (the 1,857 of Table 5
are cohort A’s observed findings after it). On cohort B, the
toolkit detects violations of the externally testable controls
at micro-F1 0.907, with precision 0.869 and recall 0.949,
against 0.909, 0.892 and 0.925 on cohort A. It flags overstated
declarations at F1 0.888, with precision 0.834 and recall 0.951,
against 0.898, 0.853 and 0.947. Violation detection therefore
differs from cohort A by less than the seed-to-seed variation, and
contradiction detection by less than two points, so the result is
not an artefact of the first generator’s structure. Because cohort

Table 6: Evaluation pitfalls from Arp et al. [87] and the corresponding
safeguards.

Pitfall Guard

Data leakage The ground truth is held separately from the
toolkit input; a test scans the serialised input for
any ground-truth field.

Spurious baseline The predict-all baseline and the single-pick
ceiling are reported alongside every
violation-detection number.

Sampling bias Firm demographics are drawn from national
statistics; declared parameters are stated as such.

Instability Every value can be regenerated from a fixed seed;
the violation-detection F1 is reported across thirty
seeds.

Underpowered strata Per-stratum counts are reported; strata below five
firms are marked rather than read as claims.

B shares the sensing model and the mapping, it tests robustness
to population structure rather than to the detection assumptions.

4.7. Sample toolkit output
Algorithm 1 generates eval-000, a small firm in food and

accommodation with a moderate posture and three subdomains
under the apex sme000-co.sa: cdn, mail and api. The
generator injects nine true external issues. The cdn host has
an absent web application firewall, an exposed internal port and
an exposed management port; the mail host has an exposed
login panel; the api host has a legacy TLS version, a weak
cipher, an expired certificate and end-of-life software; and the
apex is missing its DNSSEC record.

The external scan observes eight of the nine, missing the
end-of-life software on api, and produces three false positives:
a firewall fingerprint on mail and on api, and an outdated
software banner on cdn. The classification maps the resulting
eleven findings to nine controls.

Figure 7 reports the two scores. The assessed score
is 0.44 across the 16 externally testable subcontrols. The
documented score is 0.69 across 39 controls: the 16 plus a
further 23 rows supported by off-surface internal assessments
or declarations. Neither score is the compliance percentage the
regulator computes over the 203-row catalogue: the firm still
lacks evidence for 157 of the 180 attestation-required rows, and
any report containing these scores must say so. The two scores
differ for every firm in the cohort. The median difference is 0.20,
with a range from −0.01 to 0.40, the negative extreme being
a firm whose internal assessment recorded more gaps than its
external surface reveals.

The firm declared eight externally testable controls as
compliant, although it actually violates four of them. The toolkit
flags three of them: identity and access management (2-2-3-1),
the DNS record set (2-5-3-7) and cryptography (2-8-3-3). Each
is contradicted by a Tier 1 finding. The fourth overstatement,
end-of-life software (2-3-3-3), survives because the scan missed
the finding that would contradict it. This example illustrates the
recall limit of Section 4.4 for one firm: the toolkit flags what the
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eval-000: a small food and accommodation firm, moderate posture. Apex
sme000-co.sa; subdomains cdn, mail, api.

Estate and scan: 4 hosts, 9 true issues
apex (sme000-co.sa)
dnssec_missing

cdn
waf_absent
exposed_internal_port
exposed_management_port
outdated_exposed_software

mail
exposed_login_panel
waf_absent

api
legacy_tls_version
weak_tls_cipher
expired_certificate
eol_software_exposed
waf_absent

observed
missed by scan
false positive

Scan observes 8 of the 9 and misses one; it adds 3 false positives, for 11 findings.

Map: the 11 findings support 9 controls

2-2-3-1 2-2-3-2 2-5-3-1 2-5-3-7 2-8-3-3

2-15-3-1 2-15-3-5 2-10-3-1 2-10-3-4

Score the Tier 1 controls

assessed 0.44

documented 0.69

0 1

assessed over the 16 externally testable subcontrols; documented over 39, adding 23
off surface

Check the 8 declarations on externally testable controls

2-2-3-1 2-3-3-3 2-5-3-2 2-5-3-5

2-5-3-7 2-5-3-9 2-8-3-3 2-15-3-3

Struck through: contradicted by a Tier 1 finding (3). Shaded and unstruck: the
overstatement 2-3-3-3, which survives because the scan missed its finding
eol_software_exposed on api.

Figure 7: One firm, eval-000, traced from estate to evidence. The scan maps
eleven findings to nine controls, reports each score over its corresponding set of
controls, and flags three of the firm’s eight declarations on externally testable
controls as contradicted; a fourth overstatement (2-3-3-3) survives because the
scan missed its finding.

scan observes, and a violation missed by the scan cannot trigger
a contradiction flag. The firm’s remaining declarations, and all
of its internal assessment records, concern off-surface controls
that no finding can assess.

5. Discussion

5.1. Sensing is modelled rather than measured

The violation-detection and contradiction results are integrity
checks computed under modelled detection rates. Of the
31 detector-performance rates, 15 are deterministic reads,
7 are high-reliability probes, and 9 are analyst judgements
bounded by published figures (Appendix A). Eight of those
nine analyst-judgement rates belong to detectors with no live
inspector, DKIM being the exception, so their sensitivity and
false-positive rates cannot be measured on a testbed until those
inspectors are implemented. The next step is a field deployment
with consenting organisations, which would replace modelled
rates with measured performance.

5.2. Implementation status of the detector suite

Fifteen of the 31 detectors have a live inspector and 16 are
specified but not implemented. The specified detectors carry part
of the violation-detection result, so implementing the remaining
inspectors would allow the result to measure the implemented
toolkit rather than the full detector specification. We report the
implemented-only result alongside the full one to distinguish
implementation coverage from specification-level evaluation.

5.3. Contradiction detection under a non-adaptive adversary

Section 3.3.6 defines the adversary as a non-adaptive
declarer, so the reported F1 of 0.898 does not describe an
organisation adapting its external surface to the scan. The check
also produces false-positive flags: at precision 0.853, roughly
one flag in seven is a false positive, so an honest organisation
can be marked as overstating a declaration it in fact meets. A
contradiction flag is therefore a prompt for human review rather
than a verdict.

5.4. The evaluation cohort is synthetic

No public measurement of Saudi small-firm posture
exists, so we construct the cohort instead. Its demographic
parameters come from national statistics, and regional incident
reports inform the relative pattern of selected exposure
categories (Section 3.4.1); its exposure magnitudes are declared
assumptions and are not field-validated. The evaluation therefore
shows how the toolkit performs on a synthetic population
constructed from stated assumptions, with no field measurement
anchoring it.

We considered a larger cohort but selected 100 firms: at
that size the resampling interval already matches the width of
the modelling interval, so a larger sample would tighten only
the resampling interval and leave the dominant uncertainty, the
modelled detection rates, in place. A cohort of 100 firms also
represents a plausible assessment batch. The trade-off is that
some sector strata are small: two of the eight sectors contain only
four firms each, and their per-sector figures are underpowered,
so we report them with their counts.

The toolkit receives the generated estate rather than
discovering it, so asset-discovery recall is assumed rather than
tested. A proper test of enumerator recall by domain size
requires a certificate transparency ground truth over many real
domains; a future field study must establish it.

5.5. Concentration of detectors on a single control

Ten of the 31 detectors map to control 2-15-3-3, so one
interpretation of one web application control determines much
of the externally testable coverage. That reading is contestable:
under a coarser reading, seven of those ten detectors map to the
parent control 2-15-3 under the control’s as a minimum clause.
Table 7 reports the principal figures under both readings, with
the relabelling applied to predicted and gold labels alike.

The coarse reading mainly changes the concentration
measures: the finding-weighted modal share falls from 0.348
to 0.236, and the degenerate constant-mapper baseline from
0.319 to 0.216. The main performance results change little and
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Table 7: The principal figures under the fine reading of control 2-15-3-3 (the
released reading, a leaf) and the coarse reading, which reassigns its seven
hardening detectors to the parent 2-15-3. The relabelling is applied to predicted
and gold labels alike. The coarse reading changes the concentration measures
most and the violation-detection and contradiction figures least.

Quantity Fine Coarse

Violation-detection precision 0.892 0.899
Violation-detection recall 0.925 0.930
Violation-detection F1 0.909 0.915
Contradiction F1 0.898 0.921
Modal share (weighted) 0.348 0.236
Constant-mapper baseline F1 0.319 0.216

increase slightly: the violation-detection F1 rises from 0.909
to 0.915 and the contradiction F1 from 0.898 to 0.921, because
mapping a finding to the parent causes it to contradict a broader
set of sibling declarations. The externally testable row count
does not change, since the leaf retains its three protocol detectors
and the parent is already one of the seven counted parents.

We retain the fine reading as primary because the released
classification is the object being evaluated. Figure 2 shows the
concentration directly.

5.6. Status of the curation

The tiers are author-curated against the standard’s text. On
review, 42 of the 200 ECC-2:2024 rows received a provisional
default, and review confirmed every assignment against the
control text; the remainder were assigned directly from explicit
wording in the control text. They have not been validated by an
independent expert panel. The validation instrument has been
prepared but not fielded. It comprises an analysis plan specified
before fielding and a set of per-expert materials. The paper
therefore reports no expert-agreement figure because the study
has not been run, not because validation was judged unnecessary.
Independent expert validation of the externally testable tier is
the main outstanding requirement and remains future work,
consistent with the finding that self-assessment in this setting
requires independent checks [13].

As a preliminary check before independent panel validation,
one open-weight model (Qwen2.5 7B) read each control’s
own text and classified it on the primary binary boundary
(externally testable or attestation-required) without access to our
classification. It agrees on 187 of the 203 rows, a raw agreement
of 0.92, at a Cohen’s κ of 0.47; the raw figure is inflated by the
attestation-required class that dominates the catalogue, so the
moderate κ is the more informative summary. The two readings
differ on 16 rows. Fifteen are controls we mark externally
testable that the model classifies as attestation-required. Of those
fifteen, seven are parent controls classified as Tier 1 because
an observable child sits beneath them; the remaining eight are
transport security, open port and web application exposure rows.
The sixteenth is an awareness control (1-10-3-3) the model
classifies as externally testable; awareness leaves no external

trace, so we retain it as a declaration row. We release the
disagreement set with the artefacts so that independent reviewers
can judge the 16 rows. Our own re-reading of the control text left
every assignment in place, but that re-reading is not independent.

This model check, performed without access to our labels,
uses a much coarser task than the 31-detector mapping at which
the baselines fail. It is a limited stability check of the boundary,
not evidence that the classification is correct. Materials for a
blind intra-coder recode of all 203 rows by the author after an
interval have been prepared, but the recode has not yet been
conducted.

5.7. Implications

The one-in-nine share has different implications for each
audience. For an SME, the externally testable tier is the
subset of the catalogue on which one authorised scan can
supply independent evidence of observable violations, and the
contradiction check lets the same scan check the organisation’s
own declarations before any assessor is engaged. For an
assessor, the classification separates the rows for which a
scan can supply violation evidence from the rows that require
records or interviews, so assessment effort can focus on the
controls external observation cannot test. For the regulator,
a channel that relies on organisation-submitted declarations
leaves even the observable subset unverified; attaching external
observation to an existing channel would support national-scale
checks for observable violations on the 23 externally testable
rows. And for compliance platforms, the classification gives an
external-evidence module a defined scope: the 23 rows it can
assess, and the 180 that require organisation-supplied evidence.

6. Conclusion

Unauthenticated external observation can test 16 of the
92 ECC-2:2024 subcontrols. When their seven parent rows
are counted, this corresponds to 23 of the 203 combined
catalogue rows (11.3%), approximately one in nine. The
classification of every control into externally testable, internal
assessment and declaration is the paper’s central contribution.
The released mapping, toolkit and cohort support independent
reproduction of every reported value from a single seed. On the
synthetic cohort the toolkit detects violations of the externally
testable controls well above the predict-all baseline and flags
contradicted declarations on the controls the scan observes. Both
results were obtained under a parameterised sensing model and
an author-curated classification; independent expert validation of
that classification is the next step. The observation boundary is
not specific to the Saudi control sets, and the same classification
could be applied to another national or international framework.
The practical value is limited but clear. For an organisation
with no security staff, the toolkit identifies which controls an
external scan can test and where internal evidence or professional
assessment must take over.
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Appendix A. Modelled detection rates and generator priors

Tables A.8, A.9 and A.10 give the modelled detection rates,
the generator priors, and the incident-informed exposure-weight
columns described in Section 3.4. All three are generated
directly from the same constants that construct the cohort, so the
reported values remain consistent with the generated cohort.

Table A.8: Modelled detection rates for the 31 detectors, with their provenance.
Sensitivity is the probability that the scanner confirms a present issue on a
reachable host; FA is the false-positive rate, the probability that it reports an
absent one. A deterministic read retrieves a published value and has no modelled
false-positive rate; a high-reliability probe is reliable (at least 0.95) but raises
occasional false positives; analyst judgement is used for ambiguous fingerprint,
banner, or path-limited signals. These are abbreviated below as read, probe and
judgement. The Live column identifies detectors with an implemented inspector.

Detector Sens. FA Provenance Live

missing_hsts 0.99 0.00 read yes
missing_csp 0.99 0.00 read yes
missing_x_frame_options 0.99 0.00 read yes
missing_x_content_type_options 0.99 0.00 read yes
missing_referrer_policy 0.99 0.00 read yes
no_https_redirect 0.98 0.00 read yes
missing_permissions_policy 0.99 0.00 read no
insecure_cookie 0.98 0.00 read no
expired_certificate 0.99 0.00 read yes
self_signed_certificate 0.98 0.00 read no
weak_certificate_key 0.97 0.00 read no
spf_missing 0.99 0.00 read yes
dmarc_missing_or_none 0.99 0.00 read yes
mta_sts_missing 0.98 0.00 read no
dnssec_missing 0.99 0.00 read no

legacy_tls_version 0.96 0.02 probe yes
weak_tls_cipher 0.96 0.02 probe yes
exposed_internal_port 0.95 0.04 probe yes
exposed_management_port 0.95 0.04 probe yes
high_risk_port_open 0.95 0.04 probe yes
exposed_database_port 0.95 0.04 probe no
exposed_dev_environment 0.96 0.04 probe no

directory_listing_enabled 0.92 0.03 judgement no
exposed_sensitive_file 0.75 0.06 judgement no
waf_absent 0.90 0.20 judgement no
outdated_exposed_software 0.72 0.06 judgement no
eol_software_exposed 0.70 0.08 judgement no
exposed_login_panel 0.88 0.08 judgement no
dkim_missing 0.93 0.24 judgement yes
dns_zone_transfer_open 0.90 0.02 judgement no
no_ddos_protection 0.85 0.20 judgement no

The declared exposure rates are conservative. For every
detector with a published benchmark, the cohort’s rate is below
the reported non-adoption level. A content security policy is
absent from 0.26 of the 365 hosts, against 0.81 globally in
2024 and 0.76 for sites with a predominantly Saudi audience
in the same crawl [88, 89]. A DNSSEC record is absent
for 0.54 of firms, against 0.98 of registered Saudi national
domains left unsigned [90]. And SPF, DMARC and DKIM
records are absent for 0.18, 0.33 and 0.21 of firms respectively,
below the non-adoption levels reported by internet-scale email
measurement [26, 27, 38]. The rates are therefore conservative
and are not inflated to make failures easier to detect. A
population with no security staff is plausibly more exposed
than this, and since precision rises with the true finding rate,
the reported precision is a conservative estimate under these
assumptions. A sector-disaggregated measurement of Saudi
SME posture requires future work.

Table A.9: Generator population priors with their sources. The firm size shares
and the major sector prevalences are drawn from national statistics; everything
else, including the three minor sector shares, is a declared modelling assumption,
because no Saudi source measures it. Values are generated directly from the
generator’s constants, so the table remains consistent with the cohort it produced.

Parameter Value Source

Firm size bands, share of Class B
Small, apex plus 1 to 4 subdomains 0.89 Monsha’at Q4 2023
Medium, apex plus 3 to 8 subdomains 0.11 Monsha’at Q4 2023

Security posture, share of the size band
Strong, small firm 0.15 declared
Moderate, small firm 0.35 declared
Weak, small firm 0.50 declared
Strong, medium firm 0.30 declared
Moderate, medium firm 0.40 declared
Weak, medium firm 0.30 declared

Posture multiplier
Strong 0.20 declared
Moderate 0.55 declared
Weak 1.00 declared

Sector prevalence
Retail and wholesale 0.27 Monsha’at Q1 2022
Construction 0.20 Monsha’at Q1 2022
Food and accommodation 0.10 Monsha’at Q1 2022
Professional and admin services 0.14 Monsha’at Q1 2022
Manufacturing 0.10 declared
Transport and logistics 0.05 Monsha’at Q1 2022
Education 0.07 declared
Health 0.07 declared

Domain TLD weight
com 0.55 CST 2024
com.sa 0.20 CST 2024
sa 0.15 CST 2024
net.sa 0.10 CST 2024

Evidence model, on the scanned controls and off surface
Declare a clean control 0.70 declared
Overstate a violated control 0.50 declared
Declaration expired at the epoch 0.10 declared
Declaration not yet effective 0.05 declared
Off-surface rows with evidence, strong firm 0.20 declared
Off-surface rows with evidence, moderate firm 0.12 declared
Off-surface rows with evidence, weak firm 0.05 declared
Internal assessment finds a gap 0.25 declared

Table A.10: The four incident-informed columns of the sector-by-category
exposure-weight matrix: ports, outdated software, end-of-life software and
authentication surfaces. Direction and rank follow the regional incident record
of Section 3.4.1; the magnitudes remain declared. The seven other categories are
unchanged and stay declared. Values are generated directly from the generator’s
constants, so the table remains consistent with the cohort it produced.

Sector Ports Software End of life Auth

Retail and wholesale 0.50 0.56 0.48 0.54
Construction 0.55 0.62 0.62 0.50
Food and accommodation 0.48 0.58 0.52 0.50
Professional and admin services 0.50 0.55 0.50 0.56
Manufacturing 0.60 0.65 0.65 0.50
Transport and logistics 0.60 0.58 0.56 0.54
Education 0.55 0.64 0.60 0.72
Health 0.55 0.62 0.56 0.75

Appendix B. Evaluated baseline models

The mapping experiment of Section 4.2 evaluates twelve
open-weight language models and one embedding model, all
run zero-shot at temperature 0 under a fixed seed (Table B.11).

A local probe of Qwen2.5 7B with and without the
observation boundary of Section 3.2.1 increases micro-F1 only
from 0.13 to 0.16. The main difficulty is therefore matching
each finding to the relevant control text, not missing the
boundary definition. A leave-one-out few-shot configuration,
with the target mapping held out, achieves micro-F1 0.00, below
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Table B.11: The models scored against the curated mapping. General and
Arabic-specialised language models span 7 to 32 billion parameters; the
embedding model serves the semantic baseline.

Model Parameters Role

Qwen2.5 [91] 7B general
Gemma 3 [92] 12B general
Phi-4 [93] 14B general
Qwen3 [94] 14B general
DeepSeek-R1 [95] 14B general
gpt-oss [96] 20B general
Mistral Small 3 [97] 24B general
Qwen3 [94] 32B general
ALLaM [98] 7B Arabic
Command R7B Arabic [99] 7B Arabic
Jais [100] 7B Arabic
SILMA [101] 9B Arabic
BGE-M3 [102] 0.6B embedding

zero-shot performance: the examples bias the model toward
the demonstrated controls and away from the held-out target.
That failure is consistent with an absence of leakage rather
than with an experimental error. Under multi-label scoring,
where the single-pick ceiling no longer binds, no model exceeds
micro-F1 0.32; models return too many labels rather than recover
the curated mapping. Eleven of the twelve models completed the
multi-label pass; the 32-billion-parameter model was terminated
before completion.
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